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Executive Summary 

The Federal Government is operating in a constantly shifting threat environment ï data breaches 

are all too common, identity theft is on the rise, and trust relationships are enforced in an 

inconsistent and hard-to understand manner. Identity management issues have been well- 

documented by the Government Accountability Office (GAO), National Science and Technology 

Council (NSTC), Office of Management and Budget (OMB), and as outlined in the new 

Cybersecurity Initiative, where the Administration has laid out clear goals to make government 

more accessible to the American public while supporting the privacy and security of information 

and transactions. In particular, the Open Government Initiative promotes transparent, 

collaborative and participatory government that fully engages the public ï while protecting 

citizen privacy and ensuring the safekeeping of the data that is exchanged. To meet these goals, 

cybersecurity must be addressed in a comprehensive manner across the Federal enterprise. The 

resulting framework can be leveraged in other areas as well ï promoting data security, privacy, 

and the high assurance authentication needed to support improvements in health care and 

immigration and to promote collaboration through secure information sharing and transparency  

in government. 

The cybersecurity threat is compounded by the increasing need for improved physical security at 

federally owned and leased facilities and sites. Simultaneously, additional requirements are being 

identified to support electronic business at all levels of assurance with Federal business partners. 

Initiatives such as electronic health care records and transparency in government are increasing 

the need to authenticate the American public in order to enable access to federal websites and 

applications. Agencies themselves are experiencing a growing need to exchange information 

securely across network boundaries. 

Agencies are working to address these challenges ï Personal Identity Verification (PIV) cards  

are being issued in increasing numbers; the Federal Public Key Infrastructure (PKI) has 

connected agency and commercial PKIs via a trust framework; and working groups are tackling 

relevant questions in agency- and mission-specific situations. 

It is with a holistic understanding of this environment that the CIO Council established the 

Identity, Credential, and Access Management Subcommittee (ICAMSC) with the charter to  

foster effective ICAM policies and enable trust across organizational, operational, physical, and 

network boundaries. The name of the subcommittee is representative of a shift in thought as  

well. The intersection of digital identities (and associated attributes), credentials (including PKI, 

PIV, and other authentication tokens), and access control into one comprehensive management 

approach is made official along with the formalization of their interdependence. 

This document was developed in support of the ICAM mission to provide a common segment 

architecture and implementation guidance for use by federal agencies as they continue to invest  

in ICAM programs. The Presidentós FY2010 budget
1 
cites the development of the federal ICAM 

segment architecture and recognizes the importance of the effort in promoting federation and 

interoperability. It states that ̍ the ICAM segment architecture will serve as an important tool for 

providing awareness to external mission partners and drive the development and implementation 

of interoperable solutions.ớ OMB has further recognized the importance of the ICAM segment 

 

 
1  Fiscal Year Budget, The Office and Management and Budget (OMB). 

http://www.whitehouse.gov/omb/budget/
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architecture to successfully continuing implementation of HSPD-12 through the release of M-11- 

11,
2 

which requires that agencies align with the architecture and guidance provided in the  

Federal Identity, Credential, and Access Management (FICAM) Roadmap and Implementation 

Guidance. 

Value Proposition 

The purpose of this document is to provide agencies with architecture and implementation 

guidance that addresses existing ICAM concerns and issues they face daily. In addition to  

helping agencies meet current gaps, agencies stand to gain significant benefits around security, 

cost, and interoperability which will have positive impacts beyond an individual agency in 

improving the delivery of services by the Federal Government. It also seeks to support the 

enablement of systems, policies, and processes to facilitate business between the Government 

and its business partners and constituents. The benefits associated with implementation of ICAM 

are summarized below: 

¶ Increased security, which correlates directly to reduction in identity theft, data breaches, 

and trust violations. Specifically, ICAM closes security gaps in the areas of user 

identification and authentication, encryption of sensitive data, and logging and auditing. 

¶ Compliance with laws, regulations, and standards as well as resolution of issues 

highlighted in GAO reports of agency progress. 

¶ Improved interoperability, specifically between agencies using their PIV credentials 

along with other partners carrying PIV-interoperable3 or third party credentials that meet 

the requirements of the federal trust framework. Additional benefits include minimizing 

the number of credentials requiring lifecycle management. 

¶ Enhanced customer service, both within agencies and with their business partners and 

constituents. Facilitating secure, streamlined, and user-friendly transactions ï including 

information sharing ï translates directly into improved customer service scores, lower 

help desk costs, and increased consumer confidence in agency services. 

¶ Elimination of redundancy, both through agency consolidation of processes and 

workflow and the provision of government-wide services to support ICAM processes. 

This results in extensibility of the IT enterprise and reduction in the overall cost of 

security infrastructure. 

¶ Increase in protection of Personally Identifiable Information (PII) by consolidating 

and securing identity data, which is accomplished by locating identity data, improving 

access controls, proliferating use of encryption, and automating provisioning processes. 

These benefits combine to support an improvement in the cybersecurity posture across the 

Federal Government with standardized controls around identity and access management. The 

ICAM target state closes security gaps in the areas of user identification and authentication, 

encryption  of sensitive data,  and  logging  and  auditing. It supports  the integration of  physical 
 

 
2 M-11-11, Continued Implementation of Homeland Security Presidential Directive (HSPD) -12-Policy for a Common Identification Standard for 
Federal Employees and Contractors, OMB, February 3, 2011. [M-11-11] 

3 As defined in Personal Identity Verification Interoperability for Non-Federal Issuers, Federal CIO Council, May 2009. PIV-interoperable 
credentials are technically interoperable with PIV credentials and follow the minimum vetting requirements in SP 800-63, E-authentication 
Guidance, Version 1.0.2, NIST, April  2006. [SP 800-63] PIV-interoperable specifications do not apply to individuals for whom HSPD-12 policy 

is applicable per M-05-24, Implementation for Homeland Security Presidential Directive (HSPD) 12-Policy for a Common Identification 

Standard for Federal Employees and Contractors, OMB, August 5, 2005. [M-05-24] (i.e., federal employees and contractors with long-term 
access to federal facilities and information systems). 

http://www.whitehouse.gov/sites/default/files/omb/memoranda/2011/m11-11.pdf
http://www.idmanagement.gov/documents/PIV_IO_NonFed_Issuers_May2009.pdf
http://csrc.nist.gov/publications/nistpubs/800-63/SP800-63V1_0_2.pdf
http://www.whitehouse.gov/sites/default/files/omb/memoranda/fy2005/m05-24.pdf
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access control with enterprise identity and access systems, and enables information sharing  

across systems and agencies with common access controls and policies. Leveraging the digital 

infrastructure in a secure manner will enable the transformation of business processes, which is 

vital to the future economic growth of the United States. 

This document presents the Federal Government with a common framework and implementation 

guidance needed to plan and execute ICAM programs. While progress has been made in recent 

years, this document is a call to action for ICAM policy makers and  program implementers 

across the Federal Government to take ownership of their role in the overall success of the  

federal cybersecurity, physical security, and electronic government (E-Government) visions, as 

supported by ICAM. The Transition Roadmap and Milestones presented in Chapter 5 outlines 

several new agency initiatives and numerous supporting activities that agencies must complete in 

order to align with the government-wide ICAM framework, which is critical to addressing the 

threats and challenges facing the Federal Government. 
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1. Introduction 
 

1.1. Background 

One of the most serious security challenges that the United States faces today is the threat of 

attacks on its digital information and communications infrastructure. The need for effective 

cybersecurity is at an all-time high, while recent cybersecurity reviews, including the Cyberspace 

Policy Review released by the White House in May of 2009,
4 

have highlighted that the Federal 

Government must do more to address these threats. The Government Accountability Office 

(GAO)
5 

recently found that most agencies have not implemented the necessary security controls 

to prevent and detect unauthorized access to federal information technology (IT) networks, 

systems and data. Security weaknesses found included the areas of user identification and 

authentication, encryption of sensitive data, logging and auditing, and physical access. 

Identity, Credential, and Access Management (ICAM) efforts within the Federal Government are 

a key enabler for addressing the nationós cybersecurity need. The Cyberspace Policy Review 

includes an entire section on the use of identity management in addressing cyber threats, which 

discusses recommendations such as improving authentication strength for individuals and 

devices, increasing the use of privacy-enhancing technologies, and extending the availability of 

identity management capabilities. These recommendations provide a strong rationale and level of 

urgency for the implementation of this document. 

In recent years, increasing emphasis has also been placed on improving the physical security of 
the hundreds of thousands of facilities that the Federal Government owns and leases to support 

the diverse mission work of its agencies. GAO
6 

has identified the need to develop a common 
framework that includes key practices for guiding agenciesó physical security efforts, such as 
employing a risk management approach to facility protection, leveraging advanced technology 

(e.g., smart cards), improving information sharing and coordination, and implementing 

performance measurement and testing. In a subsequent report,
7 

GAO outlined the need for 

standard performance metrics to evaluate the effectiveness of physical security protections. 

Strong ICAM practices and the common framework outlined in this document will help address 

the persisting weaknesses within the Federal Governmentós physical security infrastructure. 

In addition to complex cyber and physical security threats, the Federal Government faces 

significant challenges in being able to carry out its mission activities in a manner that fulfills the 

needs of its business partners and the American public and appropriately leverages current 

information technology capabilities to enable electronic service delivery. These challenges lie in 

being able to verify the identity of an individual or non-person entity (NPE) in the digital realm 

and to establish trust in the use of that identity in conducting business. As a result, strong and 
 

 
4 Cyberspace Policy Review, Assuring a Trusted and Resilient Information and Communications Infrastructure, Executive Office of the 
President, May 29, 2009. 

5 GAO-09-701, Agencies Make Progress in Implementation of Requirements, but Significant Weaknesses Persist, Government Accountability 
Office, May 19, 2009. 

6 GAO-05-49, Further Actions Needed to Coordinate Federal Agenciesó Facility Protection Efforts and Promote Key Practices, Government 
Accountability Office, November 2004. 

7 GAO-06-612, Guidance and Standards Are Needed for Measuring the Effectiveness of Agenciesó Facility Protection Efforts, Government 
Accountability Office, May 2006. 

http://www.whitehouse.gov/assets/documents/Cyberspace_Policy_Review_final.pdf
http://www.gao.gov/new.items/d09701t.pdf
http://www.gao.gov/new.items/d0549.pdf
http://www.gao.gov/new.items/d06612.pdf
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reliable ICAM capabilities across the entire Federal Government are a critical factor in the 

success of all government mission work. A common, standardized, trusted basis for digital 

identity and access management within the federal sector is needed to provide a consistent 

approach to deploying and managing appropriate identity assurance, credentialing, and access 

control services. The approach must also promulgate implementation guidance and best  

practices, build consensus through government-wide collaboration, and modernize business 

processes to reduce costs for agency administration. 

Despite a complex set of challenges, the Federal Government has made progress regarding 

ICAM in recent years. The Homeland Security Presidential Directive 12 (HSPD-12) initiative 

provides a common, standardized identity credential that enables secure, interoperable online 

transactions. The Federal Public Key Infrastructure (PKI) program
8 

has gained traction,  

furthering the trust framework for interoperable, high-assurance person entity or NPE identity 

authentication. Standards development has driven advances in physical security architectures and 

standards, moving forward the convergence of physical and logical security into a holistic 

security capability. Still, many gaps remain across ICAM programs in the Federal Government, 

and there is much work that is in progress or yet to be done. Additional focus around the areas of 

attribute and role management, authorization, and auditing capability will further build trust and 

security in online transactions while enhancing privacy. 

The case for a common ICAM vision and framework is clear. The Presidentós FY2010 budget
9 

cites the development of the federal ICAM segment architecture and recognizes the importance 

of the effort in promoting federation and interoperability. It states that ˈthe ICAM segment 

architecture will serve as an important tool for providing awareness to external mission partners 

and drive the development and implementation of interoperable solutions.ớ OMB has further 

recognized  the  importance  of  the  ICAM  segment  architecture  to  successfully      continuing 

implementation of HSPD-12 through the release of M-11-11,
10  

which requires that agencies 
align with the architecture and guidance provided in the Federal Identity, Credential, and Access 

Management (FICAM) Roadmap and Implementation Guidance. 

This document is a call to action for ICAM policy makers and program implementers across the 

Federal Government to take ownership of their role in the overall success of the federal 

cybersecurity, physical security, and electronic government (E-Government) visions, as 

supported by ICAM. Alignment with the ICAM segment and incorporation of the guidance and 

best practices laid out in this document are critical to addressing the threats and challenges facing 

the Federal Government. 
 

1.2. Purpose 

The purpose of this document is to outline a common framework for ICAM within the Federal 

Government and to provide supporting implementation guidance for program managers, 

leadership,  and  stakeholders  as  they  plan  and  execute  a  segment  architecture  for      ICAM 
 

 
8 The Federal PKI program is a core component of the Federal Trust Framework as a set of policies, processes, server platforms, software, and 
workstations used for the purpose of administering certificates and public-private key pairs. This program is managed by the Federal PKI 

Management Authority (FPKIMA). [FPKIMA]  

9  Fiscal Year Budget, The Office and Management and Budget (OMB). 

10 M-11-11, Continued Implementation of Homeland Security Presidential Directive (HSPD) -12-Policy for a Common Identification Standard 

for Federal Employees and Contractors, OMB, February 3, 2011. [M-11-11] 

http://www.idmanagement.gov/drilldown.cfm?action=fpki
http://www.idmanagement.gov/fpkima/
http://www.idmanagement.gov/fpkima/
http://www.idmanagement.gov/fpkima/
http://www.whitehouse.gov/omb/budget/
http://www.whitehouse.gov/sites/default/files/omb/memoranda/2011/m11-11.pdf
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management programs. The Roadmap provides courses of action, planning considerations, and 

technical solution information across multiple federal programs spanning the disciplines of 

identity, credential, and access management. 

This document will help the Federal enterprise leverage digital infrastructure to securely conduct 

business electronically between Federal agencies, their business and coalition partners and with 

the American public, by promoting the use of authentication, digital signature, and encryption 

technologies. The architecture, milestones and implementation approaches outlined here will be 

leveraged by agencies across the government as they attain greater interoperability and increased 

security. 

In support of the overall purpose, the Roadmap was written to accomplish the following 

objectives to: 

¶ Provide background information on ICAM and educate the reader about key programs in 

each area and how they are interrelated; 

¶ Present the business case for identity, credential, and access management programs 

through the identification of key business drivers and benefits; 

¶ Illustrate the key players and compliance initiatives involved in ICAM programs; 

¶ Give guidance on how to incorporate a segment architecture for ICAM programs; 

¶ Provide a high-level vision for the target state of the federal enterpriseós use and 

management of ICAM systems, technologies, data, and services; 

¶ Establish milestones and timelines within the target state to support agency transition 

activities; 

¶ Enumerate and provide references to technical standards that are applicable to identity, 

credential, and access management programs; 

¶ Increase the pursuit of technological interoperability and reuse across the government; 

¶ Identify cost savings to be gained through a carefully planned and well-executed 

implementation plan; and 

¶ Illustrate tested and proven implementation approaches through the incorporation of case 

studies and lessons learned. 

The primary audience for the document is Federal Government ICAM implementers at all stages 

of program planning, design, and implementation; however, the document may also be used as a 

resource for systems integrators, end users, and other entities, such as state and local 

governments, and commercial business partners seeking interoperability or compatibility with 

federal programs. While the document serves to outline a common framework for ICAM in the 

Federal Government, it is understood that agencies are at different stages in the implementation 

of their ICAM architectures and programs. As a result, they will need to approach alignment  

with ICAM from varying perspectives. 
 

1.3. Scope 

The scope of this document is limited to two main components: 1) a newly offered government- 

wide ICAM segment architecture, and 2) implementation guidance and direction for the 

implementation of ICAM programs in accordance with the architecture. Given the continual 

change of the ICAM landscape, the FICAM Roadmap and Implementation Guidance is  

structured to accommodate future topics that are not included in the current scope. The FICAM 

Roadmap and Implementation Guidance is intended as a resource for agency implementers of 
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identity, credential, and access management programs. In the event that this document 

contradicts established Federal Government policies and standards, those documents take 

precedence. 

The Roadmap addresses unclassified
11 

federal identity, credential, and access management 

programs and how the Executive Branch of the Federal Government will interact with external 

organizations and individuals. The scope of the document has been limited to ICAM programs 

that apply within and across the agencies in a variety of environments and configurations. This 

includes those associated with emerging IT advancements such as cloud computing, identity-as- 

a-service, and software-as-a-service. Using Personal Identity Verification (PIV) certificates 

provides several benefits (strong authentication, standardized processes, digital signatures) and 

approved credentials must be supported by all applicable Federally procured services. It is 

anticipated that tailoring ICAM functionality to meet the unique mission requirements for 

particular programs that do not include access to federal IT systems or facilities will require 

additional collaboration and work outside the scope of this document and the common ICAM 

initiative within the Federal Government. 

The document addresses the intersection of the Federal Government with external entities from 

the perspective of the Federal Government as a relying party of ICAM services and, to some 

extent, as an issuer of credentials. While detailed information is not provided about how an 

external entity should implement its own ICAM programs, the document provides information 

that is applicable to conducting business with the government where appropriate. 

In order to achieve broad applicability, the scope of the Roadmap is limited to general guidance 

and considerations. Specific details related to program implementation are discussed only in the 

form of lessons learned and case studies highlighting programs at select government agencies. 

The agencies featured in the case studies provide representative examples of the challenges and 

successes from which the reader can learn. 
 

1.4. Document Overview 

The remaining chapters of this document are organized as follows: 

¶ Chapter 2: Overview of Identity, Credential, and Access Management. Provides an 

overview of Identity, Credential, and Access Management that includes a discussion of 

the business and regulatory reasons for agencies to implement ICAM initiatives within 

their organization. 

PART A: ICAM Segment Architecture  

- Chapter 3: ICAM Segment Architecture. Presents the methodology used to create 

the government-wide ICAM segment architecture and the key architectural outputs at 

each layer of the architecture. 

- Chapter 4: ICAM Use Cases. Use cases are incorporated into the document to 

illustrate the as-is and target states of high-level ICAM functions that are performed 

by agencies. Additionally a gap analysis between the as-is and target states allows for 

the development of a transition roadmap and milestones. 
 

 

 
11 National security systems are not covered by this document, but unclassified systems within Defense and Intelligence agencies are. 
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- Chapter 5: Transition Roadmap and Milestones. The transition roadmap and 

milestones section defines a series of logical steps or phases that enable the 

implementation of the target architecture. 

¶ PART B: Implementation Guidance 

- Chapter 6: ICAM Implementation Planning. Discusses planning considerations for 

ICAM programs and how an agency can align their ICAM program strategies to 

realize synergies and avoid common management pitfalls. 

- Chapter 7: Initiative 5: Streamline Collection and Sharing of Digital Identity 

Data. Discusses approaches for improving the lifecycle management of digital 

identity records, including processes for establishing, maintaining, and exchanging 

identity data in a secure manner. 

- Chapter 8: Initiative 6: Fully Leverage PIV and PIV -I Credentials. 

Discusses approaches for effectively using PIV and PIV-I credentials in agency 
operations. Offers guidance for addressing common implementation challenges. 

- Chapter 9: Access Control Convergence. Discusses how to apply various access 

control models to enforce policies for an agencyós resources related to user privileges. 

Describes the design and functionality of an automated provisioning capability. 

- Chapter 10: Initiative 7: Modernize PACS Infrastructure. Discusses the activities 

associated with planning, designing, and implementing a PACS that meets relevant 

policy and technology requirements. 

- Chapter 11: I nitiative 8: Modernize LACS Infrastructure. Discusses the activities 

associated with planning, designing, and implementing a LACS that meets relevant 

policy and technology requirements. 

- Chapter 12: Initiative 9: Implement Federated Identity Capability. Discusses 

environments external to the Federal Government where an agency can leverage the 

government-wide federated identity framework to reduce redundancies in their ICAM 

programs. 
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2. Overview of Identity, Credential, and Access Management 

This section provides an introduction to ICAM. The primary compliance drivers relative to 

ICAM have historically been the Electronic Authentication
12 

(E-Authentication) policy 
framework and two of its enablers, namely the HSPD-12 and Federal PKI initiatives. Today, 
there is a strong desire across and within the Federal Government to unify these areas   and other 

identity management initiatives within the government to create a comprehensive and integrated 

approach to ICAM challenges. Understanding ICAM in its entirety and the ways in which it can 

be leveraged across an enterprise are fundamental to meeting the requirement for the rapid, 

electronic authentication of individuals, providing the base elements to allow for secure 

electronic transactions at varying assurance levels; and establishing trust for multiple purposes 

and multi-layered security. 

The E-Authentication policy framework, the PIV initiative, and the Federal PKI program are 

called out by name in this section and throughout the document because they are key ICAM 

initiatives that cut across all federal agencies. Another challenge common to many agencies is 

addressing the Federal Governmentós need to conduct electronic business with the American 

public using strong authentication mechanisms. As noted in Section 1.3 Scope, the Roadmap 

discusses ICAM programs common to all agencies within the Federal Government. While other 

programs specific to a particular agency or mission area are not singled out or discussed at length 

within the document, it is envisioned that all ICAM programs within the Federal Government 

will align with the government-wide framework and interoperate with the infrastructure that 

supports it. 
 

2.1. ICAM in the Federal Government 

ICAM comprises the programs, processes, technologies, and personnel used to create trusted 

digital identity representations of individuals and NPEs, bind those identities to credentials that 

may serve as a proxy for the individual or NPE in access transactions, and leverage the 

credentials to provide authorized access to an agencyós resources. ICAM cuts across numerous 

offices, programs, and systems within an agencyós enterprise, which are typically directed and 

managed separately. As a result, many of the aspects of ICAM within the Federal Government 

have traditionally been managed within individual stove-pipes. The following figure provides a 

high-level overview of the complementary nature of different parts of ICAM and how concepts 

that were once viewed as stove-pipes can intersect to provide an enterprise capability. 
 

 

 

 

 

 

 

 

 
 

 
12 References to E-Authentication in this document primarily refer to the federal E-Authentication policy framework, not the E-Authentication E- 
Government Initiative which began restructuring in 2007. Activities previously addressed as part of the E-authentication Initiative, which was led 

by the GSA Federal Acquisition Service, are now being addressed by the GSA Office of Governmentwide Policy and Federal CIO Council as 

part of the ISIMC activities. 
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Figure 1: ICAM Conceptual Diagram 
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This high-level view of ICAM depicts the interdependencies between each area, which are 

combined to create an enterprise solution. The activities performed in one area are leveraged and 

built upon in the others. For example, the processes developed and implemented for on-boarding 

and background investigations can be leveraged to establish authoritative data for the creation of 

a digital identity. The authoritative data, once collected, may be used to populate an enrollment 

package to generate a credential. The digital identity can also be associated with a credential for 

enabling various levels of identity authentication as the basis for authorizing access to 

applications and facilities. Lifecycle management of the digital identity and its related credentials 

happens outside of those access processes and solutions but helps facilitate a strong level of trust 

in the enterprise identity when making access control decisions. 

Behind the technology and the solutions that are deployed is the governance and policies needed 

for solutions to be successful from a business and security perspective. For example, each  

activity depicted must also support policies and accommodate remediation activities for 

individuals denied access or services. This requires long term strategic initiatives across 

departments and agencies which focus on all aspects of ICAM, and not just the technology to be 

deployed. It also requires the development of trust models across departments, agencies, and 

external entities, ensuring assurance levels are uniform for authentication purposes, and defining 

security policies around authorization and access management. 

The following subsections provide additional detail on the constituent parts of ICAM and discuss 

the elements shown in Figure 1 in greater detail. 
 

2.1.1. Identity Management 

Identity management is the combination of technical systems, policies, and processes that create, 
define, govern, and synchronize the ownership, utilization, and safeguarding of identity 
information. The primary goal of identity management is to establish a trustworthy process for 

assigning attributes to a digital identity and to connect that identity to an individual.
13 

Identity 
management  includes  the  processes  for  maintaining  and  protecting  the  identity  data  of   an 

individual over its life cycle. Additionally, many of the processes and technologies used to 

manage a personós identity may also be applied to NPEs to further security goals within the 

enterprise. 

Today, many application owners and program managers create a digital representation of an 

identity in order to enable application-specific processes, such as provisioning access privileges. 

As a result, maintenance and protection of the identity itself is treated as secondary to the 

mission associated with the application. This document offers an approach to identity 

management wherein creation and management of digital identity records are shifted from stove- 

piped applications to an authoritative enterprise view of identity that enables application or 

mission-specific uses without creating redundant, distributed sources that are harder to protect 

and keep current. Unlike accounts to logon to networks, systems or applications, enterprise 

identity records are not tied to job title, job duties, location, or whether access is needed to a 

specific system. Those things may become attributes tied to an enterprise identity record, and 

may also become part of what uniquely identifies an individual in a specific application.   Access 
 
 

 
13 Identity Management Task Force Report, National Science and Technology Council (NSTC) Subcommittee on Biometrics and Identity 
Management, 2008. [Identity Management Task Force Report] 

http://www.biometrics.gov/Documents/IdMReport_22SEP08_Final.pdf
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control decisions will be based on the context and relevant attributes of a userðnot solely their 

identity. The concept of an enterprise identity is that individuals will have a single digital 

representation of themselves that can be leveraged across departments and agencies for multiple 

purposes, including access control. 

As shown in Figure 1, establishment of a digital identity typically begins with collecting identity 

data as part of an on-boarding process. A digital identity is often comprised of a set of attributes 

that when aggregated uniquely identify a user within a system or enterprise (this concept is 

further discussed in Section 4.1.1). In order to establish trust in the individual represented by a 

digital identity, an agency may also conduct a background investigation. Attributes about an 

individual may be stored in various authoritative sources within an agency and linked to form an 

enterprise view of the digital identity. This digital identity may then be provisioned into 

applications in order to support physical and logical access (part of Access Management, 

discussed in Section 2.1.3) and de-provisioned when access is no longer required. While the term 

ˈon-boardingớ and the background investigation process outlined in Section 4.3 are internal to 

the Federal Government, similar processes may also be applied to external entities for which an 

agency manages identity data, although they are typically less stringent and vary depending on 

the usage scenario. 

With the establishment of an enterprise identity, it is important that policies and processes are 

developed to manage the life cycle of each identity. Management of an identity includes: 

¶ The framework and schema for establishing a unique digital identity, 

¶ The ways in which identity data will be used, 

¶ The protection of PII, 

¶ Controlling access to identity data, 

¶ The policies and processes for management of identity data, 

¶ Developing a process for remediation; solving issues or defects, 

¶ The capability to share authoritative identity data with applications that leverage it, 

¶ The revocation of an enterprise identity, and 

¶ The system that provides the services and capabilities to manage identity. 

As part of the framework for establishing a digital identity, proper diligence should be employed 

to limit data stored in each system to the minimum set of attributes required to define the unique 

digital identity and still meet the requirements of integrated systems. A balance is  needed 

between information stored in systems, information made available to internal and external 

systems, and the privacy of individuals. 
 

2.1.2. Credential Management 

According to National Institute of Standards and Technology Special Publication 800-63 (NIST 

SP 800-63),
14 

a credential is, ˈan object that authoritatively binds an identity (and optionally, 

additional attributes) to a token possessed and controlled by a person.ớ 
15 

Credential management 

supports  the  life  cycle  of  the  credential  itself.  In  the  Federal  Government,  examples      of 
 

 
14 SP 800-63, Electronic Authentication Guideline, Version 1.0.2, NIST, April 2006. [SP 800-63] 

15 The credentialing process principals and elements can also be applied for NPE digital identities; however, steps may vary during the credential 
issuance process (sponsorship, adjudication, etc.) based on an organizations security requirements. For examples of an NPE credential issuance 
please refer to the X.509 Certificate Policy for the U.S. Federal PKI Common Policy Framework, Version 3647 ï 1.6, February 11, 209. 

[COMMON] 

http://csrc.nist.gov/publications/nistpubs/800-63/SP800-63V1_0_2.pdf
http://www.idmanagement.gov/fpkipa/documents/CommonPolicy.pdf
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credentials are smart cards, private/public cryptographic keys, and digital certificates. The 

policies around credential management, from identity proofing to issuance to revocation, are 

fairly mature compared to the other parts of ICAM. The PIV standards (Federal Information 

Processing Standards Publication 201 [FIPS 201], NIST SP 800-73,
16 

etc.) and Federal PKI 

Common Policy are examples of documents which have been in place and are foundational to 

agency-specific credential implementations. 

As shown in Figure 1, credentialing generally involves five major components. First, an 

authorized individual sponsors an individual or entity for a credential to establish the need for the 

credential. Then an individual enrolls for the credential, a process which typically consists of 

identity proofing and the capture of biographic and biometric data.
17 

The types of data required 

may depend on the credential type and the usage scenario. Additionally, this step may be 

automatically fed based on authoritative attribute data collected and maintained through identity 

management processes and systems, since enrollment for a credential requires much of the same 

data collection that is required as part of Identity Management. Subsequently, a credential must 

be produced and issued to an individual or NPE. As in the case of enrollment, these processes 

will vary based upon the credential type in question. Figure 1 depicts graphical elements 

commonly associated with PIV and PKI credentialing, considered some of the most involved 

credentialing processes. Identity proofing, production, and issuance requirements for other 

credential types typically include a subset of the processes or technologies depicted but follow 

the same general principles. Finally, a credential must be maintained over its life cycle, which 

might include revocation, reissuance/replacement, re-enrollment, expiration, personal 

identification number (PIN) reset, suspension, or re-instatement. 

A key distinction in the lifecycle management of credentials versus identities is that credentials 

expire. The attributes which form your digital identity may change or evolve over time, but your 

identity does not become invalid or terminated from a system perspective. Credentials however 

are usually valid for a pre-defined period of time. An example would be digital certificates which 

are issued to an individual and expire based on the Issuerós PKI Common Policy. While the 

identity of an individual does not change, the certificates associated with that individual can be 

revoked and new ones issued. This does not have a bearing on the identity of an individual as 

credentials are a tool for authentication that provide varying levels of assurance about the 

authentication of an individual. 

Another key aspect of credential management is the security and protection of credentials, from 

the issuance to use of credentials. The trust in a credential is dependent on a multi-layered 

approach to security which protects the credential from attack as well as who can use the 

credential. ICAM hinges on the level of trust in a credential and the uniformity of security and 

integrity across the security architecture to retain that trust throughout the use of the credential. 

The specific process steps and architectural analysis associated with several common credential 

types within the Federal Government are depicted in Use Cases 4, 5, and 6 in Chapter 4. 
 

 

 
 

 
16 SP 800-73, Interfaces for Personal Identity Verification ïPart 1: End-Point PIV Card Application Namespace, Data Model and Representation, 
NIST, February 2010. [SP 800-73] 

17  This step typically does not apply to NPEs. 

http://csrc.nist.gov/publications/nistpubs/800-73-3/sp800-73-3_PART1_piv-card-applic-namespace-date-model-rep.pdf
http://csrc.nist.gov/publications/nistpubs/800-73-3/sp800-73-3_PART1_piv-card-applic-namespace-date-model-rep.pdf
http://csrc.nist.gov/publications/nistpubs/800-73-3/sp800-73-3_PART1_piv-card-applic-namespace-date-model-rep.pdf
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2.1.3. Access Management 

Access management is the management and control of the ways in which entities are granted or 
denied access to resources. The purpose of access management is to ensure that the proper 
identity verification is made when an individual attempts to access security sensitive buildings, 

computer systems, or data.
18 

It has two areas of operations: logical and physical access. Logical 
access is the access to an IT network, system, service, or application. Physical access is the 

access to a physical location such as a building, parking lot, garage, or office. Access 

management leverages identities, credentials, and privileges to determine access to resources by 

authenticating credentials. After authentication, a decision as to whether he/she is authorized to 

access the resource can be made. These processes allow agencies to obtain a level of assurance in 

the identity of the individual attempting access to meet the following: 

1. Ensure that all individuals attempting access are properly validated (Authentication) 

2. Ensure that all access to information is authorized (Confidentiality) 

3. Protect information from unauthorized creation, modification, or deletion (Integrity) 

4. Ensure that authorized parties are able to access needed information (Reliability, 

Maintainability, and Availability) 

5. Ensure the accountability of parties when gaining access and performing actions (Non- 

repudiation) 

In addition, access control sets the stage for additional activities outside of the traditional access 

control paradigm. One corollary to access management is the ability to ensure that all individuals 

attempting access have a genuine need. This is tied to authentication and authorization, but also 

to the business rules surrounding the data itself. Privacy is provided by properly ensuring 

confidentiality and by refraining from collecting more information than that which is necessary. 

Figure 1 shows three support areas that enable successful access management for both physical 

and logical access: 

¶ Resource Management. Processes for establishing and maintaining data (such as rules 

for access, credential requirements, etc.) for a resource/asset that requires access control. 

This provides rules for the object of an access transaction. 

¶ Privilege Management. Processes for establishing and maintaining the entitlement or 

privilege attributes that comprise an individualós access profile. These attributes represent 

features of an individual that can be used as the basis for determining access decisions to 

both physical and logical resources. Privileges are considered attributes that can be linked 

to a digital identity. 

¶ Policy Management. Processes for establishing and maintaining policies that incorporate 

business rules and logic, usually based on attributes or roles. This governs what is 

allowable or unallowable in an access transaction. 

Typically, a series of workflows
19 

also supports making the decision to grant/deny access to 

individuals. Common factors include: 
 

 
 

18 FIPS Publication 201, Personal Identity Verification (PIV) of Federal Employees and Contractors, Introduction, Pg. 1, March 2006. [FIPS 201] 
19 ˈWorkflowsớ as described in this document are not designed to be prescriptive. Agencies should evaluate and select the most efficient means that 

will  meet security and business needs, whether or not it matches what the agency traditionally considers a ˈworkflow.ớ 

http://csrc.nist.gov/publications/fips/fips201-1/FIPS-201-1-chng1.pdf
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¶ Assurance level 

¶ Authorization to access resource 

¶ Security policies 

¶ Trust across physical or logical boundaries 

¶ Validation of credentials 

¶ Properties of the resource being accessed 

A key aspect of Access Management is the ability to leverage an enterprise identity for 

entitlements, privileges, multi-factor authentication, roles, attributes and different levels of trust. 

Logical and physical access are often viewed as the most significant parts of ICAM from a return 

on investment (ROI) perspective. To maximize that return, a successful access management 

solution is dependent on identity, credentials, and attributes for making informed access control 

decisions, preferably through automated mechanisms. This approach enables an Access 

Management initiative to promote security and trust and meet business needs while achieving the 

envisioned value. 
 

2.1.4. ICAM Intersection 

Understanding that ICAM programs have many areas of overlap is crucial to the overall success 

of these programs. There are many common elements associated with each of the areas  

addressed in the previous sections, including physical and logical access components, digital 

identities and attributes along with the systems that store them, and the workflow solutions that 

enable strong and dynamic processes. In fact, one of the primary dependencies across both the 

credentialing and the access control environments is the presence of accurate identity and 

attribute information necessary to bind the digital representation of an entity to a credential, user 

accounts, and access privileges. (While access can be granted based on provisioned identifiers, 

roles, other attributes or policy based decisions based on several contextual data points, the  

access decision must correspond to the correct digital identity.) As the necessity to complete 

transactions across networks with higher levels of assurance increases, so too does the need for 

the identity to be tied strongly and simultaneously to its high assurance credential, authoritative 

attributes, and access privileges. These overlaps demonstrate the intersection of identity, 

credential, and access management. 

Due to the size and complexity of the programs and functions related to ICAM, the following 

challenges have emerged to the adoption of a consistent approach to ICAM implementation, 

including: 

¶ Lack of standardized terminology. The traditionally stove-piped nature of ICAM 

initiatives has driven community-specific definitions. 

¶ Pressure to decrease redundant processes, data stores, and IT investments while 

increasing efficiency. 

¶ Demand associated with quickly increasing the ROI associated with any ICAM 

infrastructure investment. 

¶ Dependency on other organizations to adopt enabling technologies and processes that 

would enable secure cross-use of credentials and identity data. 

¶ Need to establish impromptu areas that securely manage accurate identification and 

access control in order to accommodate emergency response scenarios. 

¶ Differing levels of maturity for policies, processes, and technologies across departments 

and agencies who share common business needs. 
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¶ Differing levels of operational execution. The goals and priorities of each agency vary 

and therefore affect the rigor in which ICAM goals are addressed. 

The first step to addressing these challenges is to view ICAM holistically instead of viewing it as 

separate disciplines. The same is true of the existing stove-piped programs across the Federal 

Government that have been implemented to address separate, but related initiatives. This 

document promotes a comprehensive, coordinated approach to ICAM initiatives related to help 

resolve the significant IT, security, and privacy challenges facing the Federal Government. When 

properly aligned, ICAM creates a basis for trust in securely enabling electronic transactions, 

which should include secure access to facilities and installations. 

Just as identity, credential, and access management activities are not always self-contained and 

must be treated as a cross-disciplinary effort, ICAM also intersects with many other IT, security, 

and information sharing endeavors. Some of the most relevant of these including privacy impacts 

of the ICAM segment architecture, implementation considerations for network and device 

authentication, and ICAM as a component of information sharing will be discussed more in  

depth in Part B of this document. However, many of these overlapping and dependent disciplines 

are too broad and far-reaching to be covered in this document. It is expected that ICAM will 

touch many initiatives not specifically mentioned in this architecture and will be incorporated  

into holistic agency plans for their Enterprise IT, Mission and Business Service Architectural 

Segments. 
 

2.2. ICAM Goals and Objectives 

The goals and objectives in this section were created as part of the ICAM segment architecture 

development effort (described in full in Chapter 4). While they primarily focus on the role of the 

Federal Government in achieving the ICAM end-state, other key stakeholders have a crucial role 

in enabling interoperability and trust across the ICAM landscape to accomplish secure 

information sharing outside of the Federal Government boundaries. These stakeholders, who are 

mentioned throughout this document, include external business and commercial entities wishing 

to conduct business with the Federal Government; the health IT community as it increases its 

reliance on ICAM activities in order to facilitate the use of e-health records; Federal/Emergency 

Response Officials (F/ERO) that support emergency preparedness and response; and state, local, 

and tribal governments that require information exchanges to meet mission needs. 
 

2.2.1. Goal 1: Comply with Federal Laws, Regulations, Standards, and 

Governance Relevant to ICAM 

This goal includes aligning and coordinating operations and policies to meet the laws, 

regulations, standards, and other guidance in forming ICAM systems; aligning federal agencies 

around common ICAM practices; and where necessary, reviewing and aligning policies to ensure 

consistency. 
 

2.2.1.1. Objective 1.1: Align and Coordinate Federal Policies and Key Initiatives 

Impacting ICAM Implementation 

For the past several years there have been many inter-related but distinct initiatives in 

government supporting aspects of ICAM oversight and governance. In addition, programs within 
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other communities of interest have begun identifying their own identity, credential, and access 

management requirements, needs and procedures. 

A key objective of the ICAM segment architecture is to implement a holistic approach for 

government-wide identity, credential and access management initiatives that support access to 

federal IT systems and facilities. By the end of FY 2012, it is intended that Federal Executive 

agencies will implement a coordinated approach to ICAM across E-Government interactions 

(Government-to-Government [G2G], Government-to-Business [G2B], Government-to-Citizen 

[G2C], and Internal Effectiveness and Efficiency [IEE]) at all levels of assurance as defined in 

OMB M-04-04. 
20

 

The ICAM segment architecture also provides a framework that may be leveraged by other 

identity management architectural activities within specific communities of interest. The aim is a 

standards-based approach for all government-wide identity, credential and access management to 

ensure alignment, clarity, and interoperability. 
 

2.2.1.2. Objective 1.2: Establish and Enforce Accountability for ICAM Implementation 

to Governance Bodies 

Necessary authority must be given to and exercised by the ICAM governance authorities 

(outlined in Section 2.3.1) to ensure accountability across the Federal Government in meeting its 

ICAM vision. In addition to developing comprehensive guidance and standards in support of the 

ICAM segment architecture, the governance bodies must establish and track  specific 

performance metrics. Each agency shares the responsibility for establishing the trust and 

interoperability processes necessary to achieve the ICAM vision and may be asked to report 

status against performance metrics publicly. 
 

2.2.2. Goal 2: Facilitate E-Government by Streamlining Access to Services 

Strong and reliable identity, credential, and access management is a key component of successful 

E-Government implementation. When enabling electronic government, programs share sensitive 

information within government, between the government and private industry or individuals, and 

among governments using network resources and the World Wide Web. Further, this move 

towards enabling E-Government must be achieved in a flexible, cost-effective manner through 

collaboration among the public, industry, academia, and the government; and a corresponding 

policy and management structure must support the implementation of the solution. 
 

2.2.2.1. Objective 2.1: Expand Secure Electronic Access to Government Data and 

Systems 

To align with the ICAM segment architecture, federal agencies should design, build, and deploy 

ICAM solutions to support a broad range of electronic government use cases which will support 

their mission areas across G2G, G2B, and G2C interactions. Federal organizations will cooperate 

across agency boundaries in service delivery to give citizens, businesses, and other governments 

increased electronic accessibility to Federal Government services through a wide choice of  

access mechanisms. The implementation of ICAM initiatives will facilitate the creation of 

government services that are more accessible, efficient, and easy to use. 
 
 

 

20 M-04-04, E-Authentication Guidance for Federal Agencies, OMB, December 16, 2003. [M-04-04] 

http://www.whitehouse.gov/sites/default/files/omb/memoranda/fy04/m04-04.pdf
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2.2.2.2. Objective 2.2: Promote Public Confidence through Transparent ICAM 

Practices 

Public confidence in the security of the government's electronic information and information 

technology is essential to adoption and use of E-Government services. The Federal Government 

must build a robust framework of policies and procedures committed to respecting and  

protecting the privacy of users in order to enable the trust required to move Government 

transactions online. 
 

2.2.3. Goal 3: Improve Security Posture across the Federal Enterprise 

ICAM capabilities play a key role in enhancing the ability to prevent unauthorized access to 

Federal Government systems, resources, information, and facilities. As a function of logical 

security, ICAM can help protect information's confidentiality, assure that the information is not 

altered in an unauthorized way, and ensure information is released only to those entities 

authorized to receive it. ICAM will support and augment existing security controls as specified 

by the Federal Information Security Management Act (FISMA) and supporting NIST SP 800- 

53
21 

and 800-37,
22 

by promoting the use of strong identity solutions appropriate to the 

environment. ICAM further supports the policy and guidance established by the Interagency 

Security Committee (ISC) for physical security. A focus on ICAM outcomesðwho has access to 

data and resources, what information is collectedðcan help improve security posture beyond 

what controls are in place to meet mandates. 
 

2.2.3.1. Objective 3.1: Enable Cybersecurity Programs 

ICAM is a critical piece in protecting information and achieving cybersecurity goals. As a rising 

priority, cybersecurity will continue to grow and change within the Federal Government. 

Collaboration and coordination between ICAM and cybersecurity governance is a critical  

success factor in meeting the objectives of both programs. Moreover, the White House 

Cyberspace Policy Review states that one of the near term actions would be to ˈbuild a 

cybersecurity-based identity management vision and strategy.ớ 
 

2.2.3.2. Objective 3.2: Integrate Electronic Verification Procedures with Physical 

Security Systems 

The Federal Government has a framework
23 

and use cases for the use of strong, electronic 

authentication mechanisms to support physical access. The next step is for agencies to establish 

the need for electronic physical security systems and adopt and implement the appropriate 

policies and technologies to support physical access control leveraging electronic authentication. 
 

 

 

 

 

 

 
21 SP 800-53, Recommended Security Controls for Federal Information Systems and Organizations, NIST, August 2009. [SP 800-53] 

22 SP 800-37, Guide for Applying the Risk Management Framework to Federal Information Systems: A Security Life Cycle Approach, NIST, 
February 2010. [SP 800-37] 

23 SP 800-116, A Recommendation for the Use of PIV Credentials in Physical Access Control Systems (PACS), NIST, November 2008. [SP 800- 

116] 

http://csrc.nist.gov/publications/nistpubs/800-53-Rev3/sp800-53-rev3-final_updated-errata_05-01-2010.pdf
http://csrc.nist.gov/publications/nistpubs/800-37-rev1/sp800-37-rev1-final.pdf
http://csrc.nist.gov/publications/nistpubs/800-116/SP800-116.pdf
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2.2.3.3. Objective 3.3: Drive the Use of a Common Risk Management Framework for 

Access Control Mechanisms 

Existing authentication guidance and best practices for both logical and physical access dictate 

the use of a common risk management approach in determining the appropriate credential types 

and access control mechanisms. The Federal Government will work to drive the adoption and  

use of these approaches to ensure access controls are compliant with security requirements and 

risk-based analyses. 
 

2.2.3.4. Objective 3.4: Improve Electronic Audit Capabilities 

Solutions adopted as part of federal ICAM initiatives will provide robust auditing capabilities to 

support accountability, provide discrete non-repudiation, and enhance transparency in security 

effectiveness. 
 

2.2.4. Goal 4: Enable Trust and Interoperability 

The Federal Government stands to gain great value and enhanced service delivery by developing 

a foundation of inter-organizational trust and interoperability across the federal enterprise. 

Strong, interoperable federal identity credentials are key to streamlining and automating building 

access, temporary access requests, and other access and authorization within government. The 

Federal Government must tackle the governance and technical challenges posed by the 

abundance, variety, and complexity of ICAM-related programs in order to promote trust and 

interoperability and enable service delivery and information sharing across all partners. 
 

2.2.4.1. Objective 4.1: Support Information Sharing Environment (ISE) Communities of 

Interest 

Federal Government operations rely on collaboration and knowledge sharing with other 

communities (to include Intelligence, Health IT, state/local/tribal governments, industry, allies 

and coalition partners, and foreign governments) in order to conduct business. This information 

sharing demands trust among the various players and an ICAM capability which supports this 

scope of interoperation. Future federation solutions must acknowledge and account for the need 

to support interoperable access to systems and data to support information sharing while 

maintaining control of the allowed access and appropriate information protections. A federal 

ICAM segment architecture addresses the concept of federated information flow, which requires 

two or more federated enterprises to support transactions across common interfaces. 
 

2.2.4.2. Objective 4.2: Align Processes with External Partners 

The ICAM segment architecture supports a consistent approach for all government-wide identity, 

credential and access management processes to ensure alignment, transparency, and 

interoperability. This allows the Federal Government a means to do business with organizations 

such as banks and health organizations and support G2B transactions by enabling common 

standards and leveraging an existing federal infrastructure. The Federal Government will respect 

the different requirements of federal agency partners as to risk, assurance, and mission, and 

provide solutions that meet those needs and maintain inter-organizational interoperability. 
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2.2.4.3. Objective 4.3: Establish and Maintain Secure Trust Relationships 

Establishing compatible identity, credential and access management policies and approaches and 

a framework for evaluating partners against these policies is a critical success factor in building 

trust relationships across the health care, government, commercial, and federal enterprises. The 

Federal Government will identify and leverage existing trust relationships and continue working 

to build new trust relationships within the government enterprise and between the Federal 

Government and its partners (other governments, businesses, the health care community, and the 

American public) in order to move transactions online. 
 

2.2.4.4. Objective 4.4: Leverage Standards and Commercial Off-The-Shelf 

Technologies for ICAM Services 

The Federal Government will use Commercial Off-The-Shelf (COTS) products and services, 

whenever possible, in order to enhance interoperability, spur technological innovation and 

promote availability of ICAM systems and components. The Federal Government will continue 

to work with the industry to drive the development and use of standards and product 

enhancements that meet the requirements of the federal enterprise. 
 

2.2.5. Goal 5: Reduce Costs and Increase Efficiency Associated with ICAM 

One of the major goals of this effort is to allow agencies to create (and maintain) information 

systems that deliver more convenience, appropriate security, and privacy protection more 

effectively and at a lower cost. Establishing a clear vision is the first step in supporting these 

goals. Below are some specific benefits that may be realized from implementing this vision. 
 

2.2.5.1. Objective 5.1: Reduce Administrative Burden Associated with Performing 

ICAM Tasks 

Current ICAM efforts still rely on numerous manual, paper-based processes. Through  

automation and streamlining processes, the Federal Government stands to significantly reduce  

the administrative burden and cost associated with the various ICAM tasks. For instance, the 

legacy practice of manually administering user accounts/privileges on a system-by-system, user- 

by-user basis creates a great administrative burden. 
 

2.2.5.2. Objective 5.2: Align Existing and Reduce Redundant ICAM Programs 

A key objective of the ICAM segment architecture is to reduce or eliminate duplicative efforts 

and stove-piped programs and systems related to identity vetting, credentialing, and access 

control. Future ICAM solutions will leverage the existing investments of the Federal  

Government and provide a more efficient use of tax dollars when designing, deploying and 

operating ICAM systems. 
 

2.2.5.3. Objective 5.3: Increase Interoperability and Reuse of ICAM Programs and 

Systems 

Implementation of the ICAM segment architecture is intended to unify existing ICAM programs 

and initiatives, as well as agency-specific ICAM activities, under a common governance 

framework, recognizing the unique role of each program in the overall structure while  

eliminating redundancies and increasing interoperability between solutions. 
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2.3. ICAM Governance 

This section identifies the key players and compliance initiatives driving ICAM programs within 

the Federal Government. 
 

2.3.1. Governing Authorities 

The Federal ICAM Initiative is governed under the auspices of the Federal Chief Information 

Officer (CIO) Council, Identity Credential and Access Management Subcommittee (ICAMSC) 

with program support by the General Services Administration (GSA) Office of Governmentwide 

Policy (OGP), and direct oversight from the Office of Management and Budget (OMB). The 

ICAMSC is a subcommittee of the Information Security and Identity Management Committee 

(ISIMC), which was chartered in December 2008 as the principal interagency forum for 

identifying high priority security and identity management initiatives and developing 

recommendations for policies, procedures, and standards to address those initiatives that enhance 

the security posture and protection afforded to Federal Government networks, information, and 

information systems. In addition to the ICAMSC, the ISIMC includes three other subcommittees, 

which are focused on related security areas. They are: 

¶ Security Program Management Subcommittee (SPMSC), which coordinates with other 

standing cross agency efforts and advises on FISMA reporting tools and security policy; 

¶ Security Acquisitions Subcommittee (SASC), which recommends Security Contract 

Language changes and reviews Supply Chain Activities; and 

¶ Network and Infrastructure Security Subcommittee (NISC), which coordinates with CIO 

Council Architecture and Infrastructure Committee and advises on Trusted Internet 

Connection (TIC), Federal Desktop Core Configuration (FDCC), Domain Name Service 

(DNS) Security, Key Escrow, Directory Services, Multi-factor Authentication, and 

Network Security. 

The ICAMSC works in close coordination with the other subcommittees on issues within their 

purview that have a direct impact on ICAM work, including larger IT security efforts,  

application of identity management to NPEs, and privacy and security issues. Relevant portions 

of the work of these groups will be incorporated into this document; however, it is important to 

note that the ICAMSC is not the primary authority in these areas and does not seek to duplicate 

security-related efforts with the subcommittees. 

The ICAMSC also works in collaboration with other related governance authorities, including  

the Executive Office of the President (to include National Security Staff [NSS], OMB, and the 

Office of Science and Technology Policy [OSTP]), the NSTC Subcommittee on Biometrics and 

Identity Management, and the appropriate Interagency Policy Committees based out of the 

Executive Office of the President. These groups have a broader focus on the national approach 

for identity management, whereas the ICAMSC is focused on implementation efforts within the 

Federal Government. In addition, stakeholders such as the Department of Commerce via the 

National Institute of Science and Technology (NIST) and the Office of Personnel Management 

(OPM) have oversight and responsibility for policy and standards for ICAM functions across the 

Executive Branch. Due to the large degree of overlap between the work of these groups, the 

ICAMSC is in close collaboration with the relevant stakeholders to help ensure consistency 

between the related efforts. A list of primary stakeholders for federal ICAM can be found in 

Section 6.1.2. 
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The Interagency Security Committee (ISC), established by Executive Order (E.O.) 12977, is 

responsible for developing standards, policies and best practices for enhancing the quality and 

effectiveness of physical security in, and the protection of, nonmilitary federal facilities in the 

United States. The ISC provides a permanent body to address continuing government-wide 

security for federal facilities. Due to the strong dependency between the authority of the ISC and 

the successful implementation of ICAM objectives for physical access, the ICAMSC has been 

working directly with the ISC to coordinate guidance efforts and develop best practices for 

inclusion in this document. 

The governance authorities identified in this section help shape the strategy and framework for 

federal ICAM initiatives and are responsible for measuring performance in the achievement of 

the ICAM goals and objectives. The entities described here are also key stakeholders that were 

identified as part of the ICAM Segment Architecture Stakeholder List, which can be found in its 

entirety in Section 6.1.2.1 of the document. 
 

2.3.2. Federal Policies and Key Initiatives Impacting ICAM Implementation 

This section identifies the general laws, regulations, and policies that impact and in many cases 

have initiated todayós ICAM programs. This list represents a subset of the ICAM Segment 

Architecture Policy List, which can be found in Appendix C of this document. 

¶ Privacy Act of 1974. This act protects certain Federal Government records pertaining to 

individuals. In particular, the Act covers systems of records that an agency maintains and 

retrieves by an individual's name or other personal identifier (e.g., Social Security 

Number [SSN]). 

¶ Health Insurance Portability and Accountability Act of 1996 (HIPAA). HIPAA 

protects the privacy of individually identifiable health information. The Act also provides 

federal protections for personal health information held by covered entities and gives 

patients an array of rights with respect to that information. 

¶ Government Paperwork Elimination Act of 1998 (GPEA). GPEA requires Federal 

agencies, by October 21, 2003, to allow individuals or entities that deal with the agencies 

the option to submit information or transact with the agency electronically, when 

practicable, and to maintain records electronically, when practicable. The Act specifically 

states that electronic records and their related electronic signatures are not to be denied 

legal effect, validity, or enforceability merely because they are in electronic form and 

encourages Federal Government use of a range of electronic signature alternatives. 

¶ Electronic Signatures In Global and National (ESIGN) Commerce Act of 2000. This 

act was intended to facilitate the use of electronic records and signatures in interstate and 

foreign commerce by ensuring the validity and legal effect of contracts entered into 

electronically.  

¶ E-Government Act of 2002. This act is intended to enhance the management and 

promotion of electronic Government services and processes by establishing a Federal 

CIO within the OMB, and by establishing a broad framework of measures that require 

using Internet-based information technology to enhance citizen access to Government 

information and services, and for other purposes. 

¶ Federal Information Security Management Act (FISMA) of 2002. This act requires 

each federal agency to develop, document, and implement an agency-wide program to 

provide information security for the information and information systems that support the 
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operations and assets of the agency, including those provided or managed by another 

agency, contractor, or other source. 

¶ Federal Government Intelligence Reform and Terrorism Prevention Act of 2004. 

This act contains a variety of measures designed to reform the intelligence community 

and the intelligence and intelligence-related activities of the United States Government. 

¶ Public Law No: 110-53, The Implementing the 9/11 Commission Recommendations 

Act of 2007. This law provides for the implementation of the recommendations of the 

National Commission on Terrorist Attacks Upon the United States. 

¶ Homeland Security Presidential Directive 12 (HSPD-12). Policy for a Common 

Identity Standard for Federal Employees and Contractors. HSPD-12 calls for a 

mandatory, government-wide standard for secure and reliable forms of identification (ID) 

issued by the Federal Government to its employees and employees of federal contractors 

for access to federally controlled facilities and networks. 

¶ Executive Order 12977. Established the ISC to develop standards, policies, and best 

practices for enhancing the quality and effectiveness of physical security in, and the 

protection of, nonmilitary federal facilities in the United States. 

¶ Executive Order 13467. Established to ensure an efficient, practical, reciprocal, and 

aligned system for investigating and determining suitability for Federal Government 

employment, contractor employee fitness, and eligibility for access to classified 

information. 

¶ OMB Memorandum M -00-10: OMB Procedures and Guidance on Implementing 

the Government Paperwork Elimination Act (GPEA). This document provides 

Executive agencies with the guidance required under Sections 1703 and 1705 of the 

GPEA, P. L. 105-277, Title XVII. GPEA requires agencies, by October 21, 2003, to 

provide for the (1) option of electronic maintenance, submission, or disclosure of 

information, when practicable as a substitute for paper; and (2) use and acceptance of 

electronic signatures, when practicable. GPEA specifically states that electronic records 

and their related electronic signatures are not to be denied legal effect, validity, or 

enforceability merely because they are in electronic form. 

¶ OMB Memorandum M -04-04: E-Authentication Guidance for Federal Agencies. 

This guidance requires agencies to review new and existing electronic transactions to 

ensure that authentication processes provide the appropriate level of assurance. It 

establishes and describes four levels of identity assurance for electronic transactions 

requiring authentication. Assurance levels also provide a basis for assessing Credential 

Service Providers on behalf of Federal agencies. This document will assist agencies in 

determining their E-Government authentication needs for users outside the Executive 

Branch. Agency business-process owners bear the primary responsibility to identify 

assurance levels and strategies for providing them. This responsibility extends to 

electronic authentication systems. 

¶ OMB Memorandum M -05-05: Electronic Signatures: How to Mitigate the Risk of 

Commercial Managed Services. This memo requires the use of a Shared Service 

Provider (SSP) to mitigate the risk of commercial managed services for PKI and 

electronic signatures. 

¶ OMB Memorandum M -05-24. Implementation of HSPD-12ï Policy for a Common 

Identification Standard for Federal Employees and Contractors. This memorandum 

provides implementation instructions for HSPD-12 and FIPS 201. 
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¶ OMB Memorandum: Streamlining Authentication and Identity Management within 

the Federal Government (July 3, 2003). This memorandum details specific actions that 

agencies should undertake to support electronic authentication by coordinating and 

consolidating investments related to authentication and identity management. 

¶ OMB Memorandum M -06-16: Protection of Sensitive Agency Information. This 

memorandum directs all Federal Agencies and departments to encrypt all sensitive data 

on mobile computers and devices. 

¶ OMB Memorandum M -07-16: Safeguarding Against and Responding to the Breach 

of Personally Identifiable Information. This memorandum guides agencies in how to 

protect PII that is in their possession and how to prevent breaches of that information. 

The memo provides an outline for agencies to develop a breach notification policy by 

reviewing existing requirements related to privacy and security. 
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PART A: ICAM Segment Architecture 

 
This part of the document (Chapters 3, 4, and 5) comprises the government-wide ICAM segment 

architecture. 
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3. ICAM Segment Architecture 

This chapter provides an overview of segment architecture principles, outlines the approach used 

to develop the ICAM segment architecture, and presents the primary components of the ICAM 

segment architecture organized into the five layers defined in the Federal Enterprise Architecture 

(FEA). Chapter 4 categorizes the business layer of the ICAM segment into a set of ICAM use 

cases, which detail specific processes that support ICAM and present the components of the  

other architectural layers associated with those processes. Chapter 5 provides the Transition 

Roadmap and Milestones for achieving the target architecture. Chapters 3, 4, and 5 should be 

viewed together as the ICAM segment architecture. 

Agencies are to align their relevant segment and solution architectures to the common  

framework defined in the government-wide ICAM segment architecture. Alignment activities 

include a review of current business practices, identification of gaps in the architecture, and 

development of a transition plan to fill the identified gaps. The ICAM segment architecture has 

been adopted as an approved segment within the FEA, which agencies are required to  

implement. Additionally, OMB has recognized the value of the ICAM segment architecture and 

has instructed agencies to ensure that their ICAM programs align with the government-wide 

segment architecture.
24

 

3.1. Developing the ICAM Segment 

The ICAM segment architecture was developed under the auspices of the Federal CIO Council 
by a team of cross-agency representatives supporting the ICAMSC. The development team 

followed the approach outlined in the Federal Segment Architecture Methodology
25 

(FSAM) to 
create the ICAM segment. The FSAM is a five-step process to help architects identify and 
validate the business need and scope of the architecture, define the performance improvement 

opportunities within the segment, and define the target business, data, services, and technology 

architecture layers required to achieve the performance improvement opportunities. The FSAM 

drives the creation of as-is state and future state descriptions, analysis of the gaps, and  a 

transition plan for moving from the as-is to the future state over a specified period of time. 

Early in the development of the ICAM segment architecture (and in accordance with the FSAM), 

a purpose statement was prepared to define its intent: 

The purpose of the Federal ICAM segment architecture is to provide federal 

agencies with a standards-based approach for implementing government-wide 

ICAM initiatives. The use of enterprise architecture techniques will help ensure 

alignment, clarity, and interoperability across agency ICAM initiatives and 

enable agencies to eliminate redundancies by identifying shared ICAM services 

across the Federal Government. 

A key objective of the ICAM segment architecture is to implement a holistic approach for all 

government-wide identity, credential, and access management initiatives and areas (including 

civilian, defense, health, financial, intelligence, etc.), which have traditionally been    viewed and 
 

 
24 M-11-11 

25 Federal Segment Architecture Methodology (FSAM), Version 1.0, Executive Office of the President, December 12, 2008. [FSAM] 

http://www.whitehouse.gov/sites/default/files/omb/memoranda/2011/m11-11.pdf
http://www.fsam.gov/
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implemented separately. Additionally, as part of the capital planning process, each agency is to 

use the information provided by the ICAM segment architecture to make the appropriate budget 

requests for ICAM initiatives for all budget cycles going forward (as enforced beginning with the 

FY11 budget cycle). Implementation of the ICAM segment architecture will provide the means 

for agencies to collaborate on the development of government-wide solutions that meet  

individual needs while remaining consistent with current policy, guidance, standards, and 

technical specifications. The ICAM segment architecture is intended to be high-level and flexible 

enough to accommodate new initiatives, components, and technologies as they arise. 

Within each of the five process steps, the FSAM specifies a list of outputs associated with 

performing the high-level activities and provides sample templates. The FSAM was developed as 

a prescriptive methodology but was also designed to be flexible and extensible to allow for 

organization and segment specific adaptations. Since a segment architecture is typically created 

at the agency level, many of the outputs of the FSAM had to be tailored in order to successfully 

define a high-level architecture for ICAM at the federal (government-wide) level. 

The following table shows how the architecture outputs have been mapped to the chapters within 

the Roadmap and Implementation Plan. Outputs that have not been included within the body of 

the text have been provided as Appendices. 
 

Chapter Segment Architecture Deliverables Included 

Chapter 2: Overview of Identity, 
Credential, and Access 

Management 

¶ Policy Map 

¶ Business Challenges Analysis 

¶ Business Drivers, Goals & Objectives 

Chapter 3: ICAM Segment 
Architecture 

¶ Segment Architecture Purpose Statement 

¶ Business Value Chain Analysis 

¶ Inventory of Government-wide Data Sources & Data Elements 

¶ As-Is System Interface Diagram 

¶ Target System Interface Diagram 

¶ Services Framework 

Chapter 4: ICAM Use Cases ¶ As-is Use Cases 

¶ Target Use Cases 

¶ Target Information Flow Diagrams 

Chapter 5: Transition Roadmap 
and Milestones 

¶ Recommendation Implementation Overview 

¶ Implementation Sequencing Plan 

¶ Transition Plan Milestones 

¶ Performance Metrics 

Chapter 6: ICAM 
Implementation Planning 

¶ Stakeholder List 

Appendix D: Risk Registry ¶ Risk Registry 

Figure 2: FSAM Asset Mapping to FICAM Roadmap Chapters 

 

3.2. ICAM Architectural Layers 

The FEA specifies five layers that offer different views of an architecture: Performance, 

Business, Data, Service, and Technology. These layers are interrelated and mapped to one 

another to illustrate the ways in which the different aspects of the architecture impact the others. 

The FEA consists of a set of interrelated ˈreference modelsớ (one for each architectural layer) 

that form the framework for describing important elements of the FEA in a common and 

consistent way across lower level segment and solution architectures. The FEA reference models 
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were leveraged wherever possible in developing the ICAM segment in order to facilitate cross- 

agency identification of duplicative investments, gaps, and opportunities for collaboration within 

and across agencies. Where necessary, the framework has been extended and specialized to meet 

the specific needs of the ICAM segment. 

The following figure lists the five layers of the architecture and describes the view that each 

provides of the segment. 
 

Figure 3: Segment Architecture Layers 

The following subsections describe each layer in greater detail and present the components of the 

FSAM segment architecture for each layer. 
 

3.2.1. Performance Architecture 

The performance architecture aims to align strategic goals and objectives with specific metrics 

that can be applied to processes, systems, and technology in order to evaluate success against 

those goals. The goal of performance architecture is to provide the ability to take corrective 

action on performance results, the capability to measure resource contributions to specific 

mission value, and the ability to influence strategic objectives. Improved performance is realized 

through greater focus on mission, agreement on goals and objectives, and timely reporting of 

results. 

The ICAM performance architecture consists of the following components: 

¶ Business Challenges Analysis. Provides an overview of the challenges within the current 

ICAM environment. Business challenges often represent strategic improvement 

opportunities for the target state architecture. This component has been integrated into the 

narrative in the document overview and Sections 2.1 and 2.2. 

¶ Business Drivers, Goals, and Objectives. Describes the goals, drivers, and objectives 

for ICAM. The goals and objectives are provided in Section 2.1. The drivers show a 

direct link to the policies and other guidance documents impacting ICAM 

implementation and are provided in Section 2.3.2. 
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¶ Performance Metrics. Create a reporting framework to measure the activities and 

investments within the ICAM segment. This component is provided in Chapter 6. 

Although the performance architecture is typically listed first among the segment layers, it 

frequently ̍ book endsớ the architectural development process, with the definition of strategic 

goals and objectives occurring in the earliest stages and the refinement and acceptance of 

performance metrics occurring as one of the last steps in creating the transition plan. The 

placement of the components of the performance architecture in the Roadmap reflects this split 

development of the layer. 

In order to develop the performance metrics, the development team reviewed many as-is 

performance metrics that agencies use to track against individual ICAM investments through the 

OMB Exhibit 300. Analysis of the as-is metrics revealed that agencies are not tracking consistent 

metrics. Additionally, the majority of the agencies surveyed currently track metrics by one or 

more of the following individual, rather than integrated initiatives: PKI, PIV, and E- 

Authentication. These characteristics prevent a line of sight from the agency for a comprehensive 

view of government-wide ICAM performance. Chapter 5 outlines the ways in which these 

performance metrics should evolve in order to align ICAM initiatives across these stove-pipes 

and incorporate additional considerations critical to ICAM functionality. 
 

3.2.2. Business Architecture 

The business architecture is a functional perspective of the operations conducted within the 

ICAM segment. Segment architecture is driven by business management and delivers products 

that improve the delivery of business services to citizens and agency staff. As such, the business 

architecture provides the main viewpoint for the analysis of data, service components, and 

technology at the lower layers of the architecture. 

The ICAM business architecture consists of the following components: 

¶ Business Value Chain Analysis. Identifies the high-level logical ordering of the chain of 

processes that deliver value. This output has been modified from the FSAM template in 

order to gain applicability at the federal level. This component is provided in Section 

3.2.2.1 below. 

¶ As-is and Target Use Cases. Provides the high-level common business processes that 

support ICAM functionality. The use cases provide the structure for the detailed 

architectural information at the Data, Service, and Technology layers of the architecture. 

An overview of the use cases is provided in Section 3.2.2.2 below. Chapter 4 contains the 

complete use cases. 
 

3.2.2.1. Business Value Chain Analysis 

From an architectural perspective, the business processes for ICAM include multiple actions that 

are chained together. The achievement of the final outcome of the process relies on the 

completion of each action within the established chain. In developing a preliminary list of 

business processes within ICAM, the development team determined that each of the ICAM 

business process chains deliver value through a link back to one or more of the E-Government 

service sectors. The sectors are: 

¶ Government to Citizen (G2C). Aims to facilitate interaction between government and 

the American public. 
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¶ Government to Business (G2B). Drives interaction between agencies and the private 

sector. 

¶ Government to Government (G2G). Fosters the development of inter-agency 

relationships and information sharing across all levels of government (Federal, state, 

local and tribal). 

¶ Internal Efficiency and Effectiveness (IEE). Drives internal agency processes and 

activities to become more friendly, convenient, transparent, and cost-effective. 

The E-Government sectors are used as a framework in the development of each of the layers of 

the architecture. In the use cases, certain business functions are categorized separately because 

the processes varied depending on the sector addressed (e.g., the processes for creating and 

maintaining identity data for internal employees versus citizens or business partners). Likewise, 

at the data and technology layers, different data repositories or technologies may fulfill the same 

business process for different sectors (e.g., business partners and other government entities may 

use a PIV-interoperable (PIV-I) credential to access Federal Government resources, whereas a 

citizen may use an alternate third-party credential). 

The following figure provides a summary of some of the common user populations within each 

E-Government sector and the respective credential types that support ICAM transactions. 
 

Figure 4: Business Value Chain Summary 

 

3.2.2.2. Use Cases Overview 

As the main component of the ICAM business architecture, the Roadmap Development Team 

(RDT) identified common use cases that capture the main ICAM business processes. The use 

cases are not agency specific and instead are intended to capture the common set of activities and 

challenges facing agencies today in the current state and the ways in which those challenges can 

be addressed in a desired target state. Agencies are expected to tailor these use cases for their 

own ICAM segment architectures, which should align with this document. Figure 5 provides   an 
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overview of the selected use cases and the relevant E-Government sectors to which the use cases 

align. 
 

 
Use Case Name 

E-Government 
Alignment 

 
Use Case Description 

IEE G2G G2B G2C 

Create and maintain 
digital identity record 
for internal user 

 

V 

   Provides the high-level process steps for establishing a 
digital identity for an internal user and modifying the 
digital identity record over time as the user's attributes 
change. 

Create and maintain 
digital identity record 
for external user 

 
 

V 

 
 

V 

 
 

V 

 
 

V 

Provides the high-level process steps for establishing a 
digital identity for an external user and modifying the 
digital identity record over time as the user's attributes 
change. 

Perform background 
investigation for 
federal applicant 

 
V 

   Provides the high-level process steps for conducting a 
background investigation for a federal employee or 
contractor. 

Create, issue, and 
maintain PIV card 

 

V 

   Provides the high-level process steps for creating and 
issuing a PIV credential to a federal employee or 
contractor and maintaining it over the credential life cycle 
in compliance with FIPS 201. 

Create, issue, and 
maintain PKI 
credential 

 

V 

 

V 

 

V 

 

V 

Provides the high-level process steps for creating, 
issuing, and maintaining a PKI certificate over the 
credential life cycle in compliance with Federal PKI 
standards. 

Create, issue, and 
maintain password 
token 

 
V 

 
V 

 
V 

 
V 

Provides the high-level process steps for creating, 
issuing, and maintaining a password token over the 
credential life cycle. 

Provision and de- 
provision user account 
for an application 

 

V 

 

V 

 

V 

 

V 

Provides the high-level process steps for provisioning 
and de-provisioning a user account and establishing the 
access privileges and entitlements for the user in an 
agency application. 

Grant physical access 
to employee or 
contractor 

 
V 

   Provides the high-level process steps for authenticating 
and authorizing or denying a federal employee or 
contractor physical access to a facility or site. 

Grant visitor or local 
access to federally- 
controlled facility or 
site 

 

 
V 

 

 
V 

 

 
V 

 

 
V 

Provides the high-level process steps for authenticating 
and authorizing or denying a visitor (external to Federal 
Government or individual from another agency) for 
physical access to federally-controlled facilities and 
sites. 

Grant logical access  

 
V 

 

 
V 

 

 
V 

 

 
V 

Provides the high-level process steps for authenticating 
and authorizing or denying a user logical access to 
systems, applications, and data. The use case provides 
alternate process flows to address authentication 
mechanisms at all four levels of assurance. 

Secure document or 
communication with 
PKI 

 

V 

 

V 

 

V 

 

V 

Provides the high-level process steps for digitally signing 
and encrypting data and electronic communications 
using the most common system tools available within 
the Federal Government. 

Figure 5: ICAM Use Case Overview 

The architecture analysis sections of each use case additionally provide the following details 

specific to the use case that support the business architecture layer: 
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¶ E-government Alignment. Mapping to one of the ICAM E-Government sectors. 

¶ Trigger. Event that initiates the process; may be more than one trigger in a use case. 

¶ Actors. Individuals, systems or organizations involved in the specific processes described 

for each use case. 

¶ Endpoints. Termination points in the process flow where a specific outcome is achieved 

or a specific output is produced. 
 

3.2.3. Data Architecture 

Data architecture is the planning and implementation of data assets including the set of data, the 

processes that use that data, and the technologies selected for the creation and operation of 

information systems. From an enterprise architecture (EA) perspective, data architecture is not 

the set of detailed models of individual systems; instead, it provides the ˈbig picture,ớ including 

the information/data stored across the enterprise, the information that needs to be shared, and the 

ways in which that information should be shared through the use of exchange standards. 

The ICAM data architecture consists of the following components: 

¶ Inventory of Government-wide Data Sources and Data Elements. Lists and describes 

the major cross-government ICAM data repositories, the information contained in them, 

and the E-Government sectors they service. This component is provided in Section 

3.2.3.1 below. 

¶ Target Information Flow Diagrams. Depicts the key information flows found in the 

business processes and assists in discovery of opportunities for re-use of information in 

the form of information-sharing services. This component is provided in the use cases in 

Chapter 5. 

Additionally, the architecture analysis sections of each of the use cases provided in Chapter 5 

include details specific to the ICAM data architecture. An overview of these details is provided  

in Section 3.2.3.2 below. 
 

3.2.3.1. Inventory of Government-wide Data Sources and Elements 

Cross-government repositories are those that are used between one or more agencies and include 

systems and data stores. Agency-specific systems are unique to a particular agency and do not 

serve as an authoritative source outside of that agency. Figure 6 includes an overview of the 

principal cross-government repositories or systems identified across the use cases. 
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or System 
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eVerify E-Verify is an Internet based system operated by 
the Department of Homeland Security (DHS) in 
partnership with the Social Security 
Administration (SSA) that allows participating 
employers to electronically verify the employment 
eligibility of their newly hired employees. 
E-Verify is the best means available for 
determining employment eligibility of new hires 
and the validity of their Social Security Numbers 
(SSNs). 

  

 

 

 

V 

        

 

 

 

V 

 

 

 

 

V 

 

 

 

 

V 

Central 
Verification 
System (CVS) 

An Office of Personnel Management (OPM) 
system that allows authorized agency officials to 
access information pertaining to current and 
former background investigations performed by 
OPM. 

  

V 

    

V 

 

V 

     

V 

Integrated 
Automated 
Fingerprint 
Identification 
System (IAFIS) 

A national fingerprint and criminal history system 
maintained by the Federal Bureau of 
Investigation Criminal Justice Information 
Services (FBI CJIS) Division. It provides 
automated fingerprint search capabilities, latent 
searching capability, electronic image storage, 
and electronic exchange of fingerprints and 
responses. 

 

 

 

V 

 

 

 

V 

    

 

 

V 

 

 

 

V 

  

 

 

V 

   

 

 

V 

National Crime 
Information 
Center (NCIC) 

An FBI nationwide information system dedicated 
to serving and supporting law enforcement 
agencies. NCIC assists authorized users in 
apprehending fugitives, locating missing persons, 
recovering stolen property, and identifying 
terrorists. 

  

 

V 

    

 

V 

 

 

V 

  

 

V 

 

 

V 

 

 

V 

 

 

V 

Federal/ 
Emergency 
Response 
Official 
Repository 
(F/ERO) 

The F/ERO repository is managed by Federal 
Emergency Management Agency (FEMA) in 
accordance with Public Law 110-53 and will link 
to agency HSPD-12 and local emergency 
response systems. It is designed to be the 
authoritative source of responder attributes fed to 
the F/ERO repository from Federal, State and 
Local emergency response coordinators. The 
F/ERO repository is refreshed every 18 hours. 

  

 

 

V 

 

 

 

V 

  

 

 

V 

   

 

 

V 

 

 

 

V 

 

 

 

V 

 

 

 

V 

 

 

 

V 

Joint Personnel 
Adjudication 
System (JPAS) 

JPAS is the Department of Defense (DoD) 
personnel security system and provides 
information regarding clearance, access and 
investigative status to authorized DoD security 
personnel and other interfacing organizations. 

  

V 

 

V 

  

V 

 

V 

   

V 

   

V 

Figure 6: Cross Government Repositories and Systems 

 

3.2.3.2. Use Case Data Details Overview 

Each use case identifies the following data architecture-related details: 
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¶ Data Repositories and Systems. A central place where data is stored and maintained; a 

place where multiple databases or files are located for distribution over a network. For 

each use case, the identified data repositories may be cross-government or agency- 

specific. Wherever possible, repositories or systems that possess data elements identified 

as authoritative have themselves been identified as authoritative. 

¶ Data Elements. An individual data field stored within a repository or transmitted as part 

of a transaction. The data elements identified in the use cases are typically identity 

attributes, such as address, first name, biometric sample, etc. For agency or mission 

specific elements, different additional elements will be identified. 

¶ Data Standards. The required content and format in which particular types of data are to 

be presented and exchanged such as the National Information Exchange Model (NIEM). 

Data standards are normally tied to a specific mission or business context and are 

governed by a group of stewards. Many cross-agency data standards and guidance 

sources can be found in Appendix F  ICAM Data Standards and Guidance 
 

3.2.4. Service Architecture 

The service architecture provides a functional framework for identifying and evaluating 

government-wide opportunities to leverage IT investments and assets from a service perspective. 

This model helps understand the services delivered by the government and assess whether there 

is an opportunity to group like services and create opportunities for reuse or shared services. The 

ICAM service architecture consists of the Services Framework, a functional framework that 

classifies ICAM service components with respect to how they support business and/or 

performance objectives. This component is provided in Sections 3.2.4.1 through 3.2.4.7 below. 

Additionally, the architecture analysis sections of each of the use cases provided in Chapter 5 

identify the service components used in the use case. 

In order to develop the ICAM Services Framework, existing service frameworks from a number 

of sources were reviewed, including: 

¶ FEA Service Component Reference Model (SRM) 

¶ HSPD-12 Shared Component Architecture v0.1.6 

¶ International Organization for Standardization (ISO)/International Electrotechnical 

Commission (IEC) JTC 1/SC27 N7237 - IT Security Techniques 

¶ OneVA Identity Services Segment Architecture 

¶ DoD Net-Centric Enterprise Services (NCES) 

¶ DoD Enterprise Services Security Framework (ESSF) 

Following the review, several working sessions were conducted to define and gain consensus on 

the service types and components necessary to support the ICAM segment. Figure 7 shows the 

resulting ICAM Services Framework. 
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Figure 7: Services Framework 

The figure represents two main layers of the Services Framework: 

¶ Service Type. Provides a layer of categorization that defines the context of a specific set 

of service components. The service types in the diagram are represented by the darker 

blue, outer boxes. 

¶ Service Component. A self-contained business process or service with predetermined and 

well-defined functionality that may be exposed through a well-defined and documented 

business or technology interface. The service components in the diagram are represented 

by the lighter blue, inner boxes. 

The following subsections provide detailed descriptions of each of the ICAM service 

components, categorized by service type. It is important to note that while the ICAM Services 

Framework seeks to provide a common set of services to support common needs across agencies, 

it is not intended to preclude an agency for augmenting or customizing the framework to provide 

services to support agency-specific scenarios and to incorporate their mission needs and existing 

infrastructure. 
 

3.2.4.1. Digital Identity Service Descriptions 

Digital identity is the representation of identity in a digital environment. Digital Identity 

Services comprise the processes required to capture and validate information to uniquely identify 

an individual, determine suitability/fitness, and create and manage a digital identity over the life 

cycle. 
 

Service Component Description 

Identity Proofing Process that vets and verifies the information (e.g., identity history, credentials, 
documents) that is used to establish the identity of a system entity; initiates 
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Service Component Description 

 chain of trust in establishing a digital identity and binding it to an individual. 

Vetting Process of examination and evaluation, including background check activities; 
results in establishing verified credentials and attributes. 

Adjudication Process of evaluating pertinent data in a background investigation, as well as 
any other available information that is relevant and reliable to determine whether 
a covered individual is suitable for government employment and/or eligible for 
particular privileges. 

Digital Identity Lifecycle 
Management 

Process of establishing and maintaining the attributes that comprise an 
individualôs digital identity; supports general updates to an identity such as a 
name change or biometric update. 

Identity Attribute Discovery Process of mapping pathways and creating indexes or directories that allows 
identification of authoritative data sources of identity data. 

Linking/Association Process of linking one identity record with another across multiple systems; 
activation and deactivation of user objects and attributes as they exist in one or 
more systems, directories, or applications in response to an automated or 
interactive process; used in conjunction with Authoritative Attribute Exchange. 

Authoritative Attribute 
Exchange 

Capability that performs discovery and mapping of attributes from authoritative 
source repositories and enables sharing of these attributes. 

 

3.2.4.2. Credentialing Service Descriptions 

Credentialing is the process of binding an identity to a physical or electronic credential, which 

can subsequently be used as a proxy for the identity or proof of having particular attributes. 
 

Service Component Description 

Sponsorship Process for establishing the need for a card/credential by an authorized official; 
this step is critical for non-person entity (NPE) credential request and issuance. 

Enrollment/Registration Process of collecting and storing identity information of an entity in a registry/ 
repository; associates the entity with minimal information representing the entity 
within a specific context and allows the entity to be distinguished from any other 
entity in the context. 

Issuance Process by which possession of a credential is passed to an entity. Service 
characteristics vary by credential type. 

Credential Lifecycle 
Management 

Process of maintaining a credential and associated support over the life cycle; 
common processes include renewal, reissuance, suspension, blocking and 
unblocking, revocation, etc. Life cycle support activities vary depending on the 
credential type, and may include a Self Service component. 

Self-Service Capability to request access to network and physical resources based on 
established credentials, reset forgotten passwords, update identity and 
credential status information, and view corporate and organizational identity 
information using electronic interfaces and without supervisory intervention. 

 

3.2.4.3. Privilege Management Service Descriptions 

Privilege Management comprises the set of processes for establishing and maintaining the 

entitlement or privilege attributes that comprise an individualós access profile. These attributes 

are features of an individual that can be used as the basis for determining access decisions to  

both physical and logical resources. It governs the management of the data that constitutes the 

userós privileges and other attributes, including the storage, organization and access to 

information. 
 

Service Component Description 

Privilege Administration Process for establishing and maintaining the entitlement or privilege attributes 
that comprise an individualôs access profile; supports updates to privileges over 
time as an individualôs access needs change. 
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Service Component Description 

Account Management Processes of requesting, establishing, issuing, and closing user accounts; 
tracking users and their respective access authorizations; and managing these 
functions 

Bind/Unbind Process of building or removing a relationship between an entityôs identity and 
further attribute information on the entity (e.g., properties, status, or credentials). 

Provisioning Capability of creating user access accounts and assigning privileges or 
entitlements within the scope of a defined process or interaction; provide users 
with access rights to applications and other resources that may be available in 
an environment; may include the creation, modification, deletion, suspension, or 
restoration of a defined set of privileges. 

Resource Attribute/ 
Metadata Management 

Process for establishing and maintaining data (such as rules for access, 
credential requirements, etc.) for a resource/asset being provisioned to define 
the access, protection, and handling controls. Specific data tags are used that 
explicitly state how data or a service is accessed, stored, transmitted or even if it 
can be made discoverable. 

 

3.2.4.4. Authentication Service Descriptions 

Authentication is the process of verifying that a claimed identity is genuine and based on valid 

credentials. Authentication typically leads to a mutually shared level of assurance by the relying 

parties in the identity. Authentication may occur through a variety of mechanisms including 

challenge/response, time-based code sequences, biometric comparison, PKI or other techniques. 
 

Service Component Description 

Credential Validation Process that establishes the validity of the identity credential presented as part 
of the authentication transaction; PKI certificates are validated using techniques 
such as revocation status checking and certificate path validation. Validation of 
other credentials can include PIN check, security object check, Cardholder 
Unique Identifier (CHUID) validation, mutual SSL (Secure Socket Layer)/TLS 
(Transport Layer Security), the validation of digital signatures, or other non- 
biometric and non-cryptographic mechanisms. 

Biometric Validation Capability to support capturing, extracting, comparing and matching a 
measurable, physical characteristic or personal behavioral trait used to 
recognize the identity or verify the claimed identity of an entity. Biometrics 
modalities include face, fingerprint, and iris recognition and can be matched on 
card, on reader, or on server. 

Session Management Capability that allows for the sharing of data among multiple relying parties as 
part of an authenticated user session; includes protocol translation services for 
access to systems needing different authentication protocols; manages 
automatic time-outs and requests for re-authentication. 

Federation Capability to support a trust relationship between discrete digital 

identity Providers that enables a relying party to accept credentials from an 
external Identity Provider in order to make access control decisions; provides 
path discovery and secure access to the credentials needed for authentication; 
and federated services typically perform security operations at run-time using 
valid NPE credentials. 

 

3.2.4.5. Authorization and Access Service Descriptions 

Authorization and Access are the processes of granting or denying specific requests for 

obtaining and using information processing services or data and to enter specific physical 

facilities. It ensures individuals can only use those resources they are entitled to use and then  

only for approved purposes, enforcing security policies that govern access throughout the 

enterprise. 
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Service Component Description 

Backend Attribute Retrieval Capability that acquires additional information not found in the authenticated 
credential that is required by a relying party to make an access based decision. 

Policy Administration Process of creating, disseminating, modifying, managing, and maintaining 
hierarchical rule sets to control digital resource management, utilization, and 
protection in a standard policy exchange format. 

Policy Enforcement Capability that restricts access to specific systems or content in accordance with 
policy decisions that are made. 

Policy Decision Capability that serves as an access control authorization authority for evaluating 
access control policies based on a variety of inputs. 

 

3.2.4.6. Cryptography Service Descriptions 

Cryptography supports the use and management of ciphers including encryption and decryption 

processes to ensure confidentiality and integrity of data, including necessary functions such as 

Key History and Key Escrow. Cryptography is often used to secure communications initiated by 

humans and NPEs. 
 

Service Component Description 

Encryption/Decryption Encryption is the process of transforming information using a cipher algorithm to 
make it unreadable to any entity except those possessing special knowledge, 
usually referred to as a key. Decryption is the process of making encrypted 
information readable again. 

Digital Signature Capability of an asymmetric key operation where the private key is used to 
digitally sign an electronic document and the public key is used to verify the 
signature. Digital signatures provide authentication and integrity protection. 

Key Management Processes involving the handling of cryptographic keys and other related 
security parameters (e.g., initialization vectors and passwords) during the entire 
life cycle of the keys, including their generation, storage, establishment, entry 
and output, and zeroization. 

 

3.2.4.7. Auditing & Reporting Service Descriptions 

Auditing and Reporting addresses the review and examination of records and activities to 

assess adequacy of system controls and the presentation of logged data in a meaningful context. 
 

Service Component Description 

Audit Trail Capability to capture and maintain a chronological record that reconstructs and 
examines the sequence of activities surrounding or leading to a specific 
operation, procedure, or event in a security relevant transaction from inception 
to final result. 

Reports Management Capability to collect detailed information about system entities, usage activity, 
and identity audit events and presented it in a meaningful way. 

 

3.2.5. Technical Architecture 

The technical architecture provides the foundation for the components of the Services 

Framework, which in turn support the business layer and business-driven approach of the use 

cases. Specifically, the technical architecture is used to describe proposed technical solutions 

using a standard vocabulary and categorization scheme. As agencies propose solutions to fulfill 

the ICAM segment, the technical architecture allows those solutions to be analyzed for their fit 

with the desired target state, for duplication with other efforts, and for the architectural gaps they 

might fill. In addition, it facilitates the re-use of technology across agencies. 

The ICAM technical architecture consists of the following components: 
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¶ As-is System Interface Diagrams. Provide a depiction of the as-is ˈconceptual solution 

architecture,ớ which shows the existing systems and services in the as-is state and 

identifies the relationships between them. This component is provided in Section 3.2.5.1 

below. 

¶ Target System Interface Diagrams. Provide a depiction of the target ̍ conceptual solution 

architecture,ớ which shows the proposed systems and services in the target state and 

identifies the relationships between them. This component is provided in Section 3.2.5.2 

below. 

Additionally, the architecture analysis sections of each of the use cases provided in Chapter 5 

include specific types of hardware and software and the technical standards at the ICAM data 

architecture layer to support the use case. Technical standards provide the types of product 

specifications needed, network protocols, or other technical components of the architecture. A  

list of current ICAM technical guidance and standards applicable across all federal agencies can 

be found in Appendix G. Standards and technologies listed in the use cases are not normative or 

exclusive but should be considered prior to implementing local system architectures at an agency 

to provide enhanced interoperability. 

In order to maintain government-wide applicability, the ICAM technical architecture is provided 

at a higher level than would typically be expected for a segment. As each agency aligns with the 

ICAM segment, the technical architecture may be translated to a more detailed level as needed  

by an agency to map the specific products and standards supporting ICAM systems to the 

overarching framework. 
 

3.2.5.1. As-is System Interface Diagrams 

Today agencies are employing myriad processes for implementing ICAM capabilities as well as 

different types of technologies and standards to support these processes. There is such a 

discrepancy between the ways in which agencies perform ICAM functions that agency systems 

are not interoperable, stove-pipes abound, processes are duplicated, and authoritative sources are 

in many cases unknown. These differences pose a significant challenge in trying to define a 

single, common as-is system interface diagram at the agency level. In order to overcome that 

challenge, the following figure depicts an example that is common in many agencies. 
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Figure 8: Agency As-Is Conceptual Diagram 

The figure above shows ICAM functions performed independently by Physical Access Control 

Systems (PACS), networks, and other applications. The systems each have ICAM related 

functions inside their system boundaries with no shared services. Users are forced to contend 

with multiple incompatible credentialing, authentication, and access control paradigms. Each 

system also has a separate administrative interface used for enrollment and privilege 

management. While the diagram has been streamlined to show three different applications, this 

structure is generally replicated many times over in each agency, creating considerable 

redundancies and inefficiencies in agency management of ICAM functions. When establishing 

functionality for use across federal applications, the net result is the same ï the user must be re- 

credentialed, identity proofed, and provisioned in each system across the federal enterprise. 

Figure 9 and Figure 10 depict the as-is system flows of several major ICAM infrastructures at the 

government-wide level. When attempting to represent the government-wide system interfaces, a 

pattern arose similar to the findings at the agency level; established ICAM architectures are 

managed in different silos. 

The Federal PKI Architecture shown in Figure 9 depicts the members of the Federal PKI Trust 

Framework. The Federal PKI operates two primary components: the Federal Bridge Certification 

Authority (FBCA) and the Federal Common Policy Certification Authority (FCPCA), 

represented by the light orange boxes in the diagram. 
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Figure 9: Federal PKI Architecture 

The FBCA maintains peer-to-peer cross-certified relationships with Enterprise PKI 

implementations, including federal agency legacy PKIs. In addition the FBCA maintains a peer- 

to-peer relationship with two other Bridges: the Safe BioPharma Bridge, organized to support the 

pharmaceutical industry and the Certipath Bridge, organized to support the Aerospace-Defense 

industry. By contrast, the FCPCA is the Federal PKI Trust Root, acting as the top of a hierarchy 

which includes a set of Shared Service Providers (SSP). Federal agencies that do not operate a 

legacy PKI can acquire PKI services that comply with Federal policy requirements from the 

SSPs. The FCPCA encompasses two CAs, one to support validation of digital signatures and 

signed objects by legacy users of SHA-1 and another to support users of SHA-2. The SHA-1 

infrastructure will be phased out by the end of 2013. Moving forward in the target state, the 

Federal Government will take advantage of higher levels of trust in interactions with other 

governments, businesses and citizens through the use of externally-issued PKI certificates thanks 

to the efforts of the Four Bridges Forum, which includes the group of trust bridges identified 

above and the Research & Education Bridge Certification Authority (REBCA) organized to 

support the educational community. 
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Enabling the appropriate level of identity assurance for non-federal users, as defined in M-04-04, 

E-Authentication Guidance for Federal Agencies, continues to be a challenge for the Federal 

community. While solutions are available, the ability for the 100 million plus individuals and 

businesses that need to obtain re-usable credentials that are cost-effective has not been realized. 

In many cases agency application owners continue to establish user ID/password relationships 

with their constituencies, thereby perpetuating the stove-piped approach to identity management, 

lacking high assurance of identity when such assurance may be necessary, and incurring high 

costs in password resets and maintenance. As illustrated above, the New FBCA requires medium 

hardware assurance for federal and other bridges. In the target state, it is expected that the  

Federal Government will take advantage of a wide variety of identity schemes through the 

establishment of a government-wide approach to federated identity and the increased availability 

and acceptance of third party credentials and authentication services for use across federal 

agencies, state and local partners, and private entities. 

Figure 10 shows a generic solution architecture for an agency PIV credentialing system. 
 

Figure 10: HSPD-12 Conceptual Diagram 

In the target state, it is envisioned that agencies will use the PIV credentials for PACS and 

Logical Access Control Systems (LACS), and that programs whose constituencies are primarily 

Federal employees will utilize the capabilities of the PIV card for access control. In addition, the 

issuance process for the PIV card will leverage common services through automated interfaces in 

order to improve efficiency in PIV processes. 
 

3.2.5.2. Target Conceptual Diagrams 

In order to achieve the ICAM goals and objectives identified for the Federal Government, system 

changes must be made at both the agency and government-wide levels to create increased 

automation and interoperability within and across ICAM systems. The diagrams in this section 

depict at a simplified, conceptual level the target state vision for ICAM solutions. 
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Figure 11 shows the target system interfaces at the agency level, as viewed from the user 

perspective. 
 

Figure 11: Agency Target Conceptual Diagram 

This example depicts agency networks, PACS, and other applications plugged into a shared 

agency infrastructure. ICAM functions are handled in the shared infrastructure rather than 

independently in each system. Authoritative data sources such as Human Resources (HR) 

systems are also integrated into the shared infrastructure so that enrollment and provisioning can 

be automated rather than manually entered through various application specific administrative 

interfaces. The shared infrastructure also exposes user interfaces so that the end user can 

authenticate to the shared infrastructure once, then access various systems without the need to re- 

authenticate. 

The key transition between the current agency architecture and the target state is the introduction 

of a shared agency infrastructure providing ICAM functions in place of  independent 

functionality in every system. 

The infrastructure should have the following characteristics: 

¶ The shared infrastructure should provide identity management related services to users, 

such as authentication, federation, and user self-service. 

¶ Applications should access the shared infrastructure to leverage shared identity, 

credentialing, provisioning, authorization, and auditing services. 

¶ An agency Authoritative Attribute Exchange Service (AAES) should be used to connect 

various authoritative data sources and share data with the shared infrastructure. 
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¶ Users authenticated into the shared infrastructure should have seamless access to all 

integrated applications for which they have permission to access. 

¶ Authenticated users will have access to data within infrastructure based on attributes. 

In addition, the shared agency infrastructure shown in Figure 11 will connect to a shared federal 

infrastructure that provides common, government-wide ICAM services as depicted in Figure 7. 
 

Figure 12: Federal Enterprise Target Conceptual Diagram 

The shared federal infrastructure will provide interfaces to PKI SSPs, Identity Providers, 

attribute repositories, and other services as needed. The integration between shared agency and 

federal infrastructures will help achieve the objectives of eliminating redundancies and 

enhancing interoperability across the government. 

A key interoperability issue in the current state is a user from one agency being able to use his 

PIV credential to gain permitted access to facilities and applications at other agencies. Tying 

agency infrastructures into a shared federal infrastructure will help resolve this issue. Figure 13 

depicts the target concept for cross-agency access. A user issued a PIV credential from any 

agency can be used for access to various systems at other agencies that have integrated with the 

Shared Federal Infrastructure. 
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Figure 13: Federal Enterprise Target Conceptual Diagram: Cross-Agency Access 

Similar to internal agency users, it is desired that external users in the target state may use a 

single, third-party credential to achieve a seamless interaction with services across multiple 

agencies in the Federal Government. Figure 14 shows the scenario where an external user 

authenticates via an external Identity Provider in order to access services at several different 

agencies. The external Identity Provider is integrated with the Shared Federal Infrastructure, 

enabling access to multiple agencies. 
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Figure 14: Federal Enterprise Target Conceptual Diagram, Citizen Access 
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4. ICAM Use Cases 

This chapter includes the high-level use cases that outline the components of the ICAM segment 

architecture within the business functions that they support. Each use case describes a series of 

actions taking place, the actors involved, the data being exchanged and the systems, applications, 

technology and standards being leveraged. Each use case includes the following sections: 

¶ As-is Analysis. Analysis of the ways in which the business functions are completed today 

across the Federal Government. It includes any specific challenges in the current state, a 

process flow narrative and diagram, and a detailed analysis of the architecture 

components (business, data, service and technology) that support the as-is use case. 

¶ Target Analysis. Analysis of the desired way to complete the business functions. It 

includes a description of the primary differences from the as-is state in terms of process, 

data, service, or technology. It also includes a process flow narrative and diagram and a 

detailed analysis of the architecture components that support the target use case. 

¶ Gap Analysis. An overview of the primary differences between the as-is and target 

states. The gaps identified in this section were used to develop the Transition Roadmap 

and Milestones presented in Chapter 5. 

The use cases presented in this chapter have been selected as high-level functions that are 

performed by federal executive branch agencies. Each was selected to represent part of the main 

ICAM activities needed in order to service all E-Government sectors and user groups, whether 

internal or external to an agency, as they conduct business with the Federal Government. In their 

totality, the use cases encompass the major aspects of ICAM and include identity record creation, 

vetting, primary credentialing activities, provisioning, and physical and logical access. Some 

critical areas that support ICAM functionality across the use cases, such as auditing and 

reporting, are represented within the ˈArchitecture Detailsớ tables in each use case and are 

discussed further in the implementation guidance in Part B of this document. Figure 15 illustrates 

the high-level functionality encompassed by the use cases in this section. 
 

 

Figure 15: Use Case Functional Overview 


























































































































































































































































































































































































































































































































































































































































































































































































































































